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Abstract—Based on statistical data, a contradiction is shown between an increase in financial investments in
the information security (IS) of organizations and a steady increase in the number of IS incidents caused by
internal users. A conclusion is made about the cognitive vulnerability and low degree of validity of modern IS
risk assessment methods. Stereotypes have been identified, the result of which are cognitive errors in assessing
IS risks: the priority of technical protection of information from external threats of IS over organizational and
technical protection from internal threats; distrust of the internal client, perception of it exclusively as an
object of tough managerial influence, ignoring its subjective role in IS management; restriction of work with
personnel within the IS management system with one-time measures and static criteria for assessing human
risks and inattention to systemic measures and dynamic, situational criteria. The necessity of updating stan-
dards for IS risk management, as well as the development of new methods and tools for assessing, IS risks
based on rejecting outdated stereotypes, is substantiated.
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INTRODUCTION

Human capital is the most important asset of any
organization; therefore, like any capital, it has its own
vulnerabilities. Information security threats from a
person (employee, organization employee, internal
client, internal violator, information system user, etc.)
are very dangerous. Annual analytical reports prepared
by foreign and Russian companies indicate a steadily
continuous increase in the number of incidents of
threats to information-security organizations that
occurred through the fault of internal violators. For
the first time since 2004, internal information leaks
have shown higher “power” than external ones: as a
result of one internal leak, a much larger amount of
data was compromised than in the result of one exter-
nal leak [1]. According to the research results, 77% of
companies consider internal incidents more danger-
ous than external ones; 16% of Russian companies
reported an increase in the number of internal inci-
dents. At least 40% of companies in Russia and 30% in
the CIS have faced attempts by dismissed employees
to harm the company. In 2019, managers were respon-
sible for information-security threats in 27% of cases
and ordinary employees in 73%. This is despite the
fact that companies are investing financial resources in
information security (64% of companies reported no
dynamics in changing the information-security budget

in 2019, and 25% reported its increase) and are work-
ing on awareness of employees in the field of informa-
tion security (75% of enterprises named information-
security training among the methods of protection
that are used in the organization) [2].

The results of a comparative analysis of the distri-
bution of confidential information leaks in the finan-
cial segment are interesting: in the world in 2019 the
share of internal attackers was 37.4%; in Russia it was
91.3%. In Russia, there were more than 2 times more
leaks for the purpose of data fraud, compared with
other countries of the world (44.2% and 19.3%,
respectively) [3].

The increase in the number of incidents of infor-
mation-security threats caused by internal customers
with stable budgeting and measures to raise their
awareness leads us to the conclusion that the threat of
human threats is increasing, their malicious nature
increases, and, therefore, the importance of effective
management of them. The low efficiency of all efforts
to prevent IS threats indicates the deepening of cogni-
tive distortions in the process of assessing IS risks and
the cognitive vulnerability of modern methods of such
an assessment, and their low degree of validity.

The validity reflects the quality of measurement of
parameters of objects, the degree of correspondence of
the measured indicator to what is to be measured, and
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assumes the absence of initial cognitive errors at the stage
of development of the measurement methodology.

Errors are a consequence of the cognitive distortion
of the properties of the studied objects. Cognitive dis-
tortion in the understanding of foreign scientists, it is a
systematically that occurs with evolutionarily formed
deviation in perception, behavior and thinking, which
at the situational level is due to the subjective percep-
tion of the individual, social, moral and emotional ste-
reotypes, as well as the specificity of the limited capa-
bilities of the human brain to receive, process and rep-
resent information [4]. Cognitive biases affect both
perception, thinking and, in particular, people’s
actions.

We distinguish three main cognitive biases in the
assessment of information-security threats. The exist-
ing methods reflect, first, a focus on the technical
aspects of protection against external attacks and
insufficient attention to the influence of internal fac-
tors (motivation and user behavior); second, a low
degree of use of their human potential, lack of
employee involvement in the process of managing
information-security threats; and third, the problems
of implementing situational, dynamic assessment of
information-security threats. Let’s consider them in
more detail.

COGNITIVE DISTORTION
OF THE ESTIMATION OF IS THREATS DUE 

TO LACK OF ATTENTION
TO INTERNAL HUMAN RISKS

Organizations are more focused on protecting
against external attacks and threats to ensure the con-
fidentiality, integrity and availability of their informa-
tion assets, often ignoring internal threats.

This problem has recently become the object of
special scientific research. Thus, foreign experts con-
sidered well-known threat-assessment techniques
(OCTAVE Carnegie Mellon method, COBIT, ITIL,
CORAS, ISRAM and CRAMM, as well as others that
are presented and listed by ENISA) [5]. The results of
this and other studies [6, 7] showed the low efficiency
of information-security management processes. The
authors of these studies demonstrated that enterprises
that adopt widely used security practices continue to
struggle to assess, manage their threats, and implement
appropriate security measures. They came to the con-
clusion that the existing models and structures of infor-
mation-security threat management are mainly focused
on technical aspects and do not pay much attention to
the influence of internal factors (motivation and user
behavior) on the reliability of decisions [8, 9].

Foreign researchers intensified the study of the
problems of prevention and detection of internal
threats in the early 2000s. Thus, they proposed a
framework for predicting attacks from insiders, mainly
based on personality traits and verbal behavior [10];
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they used attributes of metrics of the knowledge, priv-
ileges and skills of users [eleven]; modeled an insider
profile by identifying the attributes of personnel, stud-
ied the relationship between the intentions and actions
of the user [12]; proposed a method for measuring the
misuse of the ISO17799 standard by insiders [thir-
teen]; etc. Even then, developments appeared in which
attempts were made to integrate technical and psycho-
logical solutions. As an example, the authors of [14]
presented a model for predicting insider behavior
using user taxonomy, psychological profiling, and a
decision-making algorithm to identify potentially
dangerous users.

For the sake of fairness, we note that in purely tech-
nical solutions there are also assessments of internal
threats. Thus, intrusion detection systems can be used
to detect internal violations of security policies and
anomalous activities in the information system. This
can be achieved using artificial intelligence technolo-
gies [15]. The authors of [16] illustrated this with an
example of a system that models the user’s life cycle to
analyze his interaction with internal security strate-
gies. Other approaches rely on the production of
decoys to detect potential abuse by insiders.

It is clear that the end threats are still those that do
not leave a technologically detectable mark on the sys-
tem or do not use routine actions to commit malicious
acts. Therefore, broader methods of assessing infor-
mation-security threats associated with personnel are
required. This fact is taken into account in modern
methods and tools for assessing information-security
systems. As an example, the Microsoft Security
Assessment Tool (MSAT) is a threat assessment tool
that provides information about the security of IT
infrastructure and recommendations for improving it
based on best practices. According to the developer,
“this tool uses a holistic approach to assessing the
security system and analyzing the influence of the
human factor, processes and technologies” [17].

The assessment of human factors is based on the
following questions: does the company have individ-
ual or group responsibilities in relation to safety; does
a person or group of persons have adequate security
experience; is this person or group involved in defining
security requirements for new and existing technolo-
gies; at what stages of the technology life cycle is this
person or group involved in ensuring security (plan-
ning and design, implementation, testing, and deploy-
ment); are roles and responsibilities defined for each
person involved in information security; are indepen-
dent third-party experts used to assess the security of
the environment; is the security assessment of the
environment performed by internal specialists of the
organization; Does the organization practice back-
ground checks as part of the hiring process; is an offi-
cial policy regarding employees leaving the company;
is there is an official policy for regulating third-party
relationships; does the company have a safety notifi-
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cation program; and is thematic training provided for
employees, depending on their role in the organiza-
tion. The questions and recommendations proposed
by the developers of this tool [17] are based on existing
standards (ISO/IEC 17799-2005 Technologies de
l’information–Techniques de security–Code de pra-
tique pour la gestion de security d’information. Infor-
mation Technology–Security Methods–Practical
Guide for Information Security Management (clause 8.
Human Resource Security) [18] and NIST-800.x
NIST (National Institute of Standards and Technol-
ogy) (Section Creating awareness in the field of IT
security) [17, 19, 20,]. Unfortunately, they do not take
the psychological aspects of the behavior of internal
clients into account and therefore are limited.

Other experts have come to the same conclusion,
claiming that, despite the fact that there are a signifi-
cant number of models designed to eliminate internal
threats, they, as a rule, solve the problem only to a lim-
ited extent, paying special attention to individual high-
lighted metrics that are very difficult to integrate into
a unified approach to threat assessment [14, 21].

Russian scientists also have drawn attention to the
threats of uncontrolled, ignored internal vulnerabili-
ties. To solve this problem, A.A. Kononov proposed a
methodology of detailed criterial modeling, which
includes a number of methods, whose complex use
allows one to largely remove the problems associated
with the coverage and hazard assessment of the entire
set of possible vulnerabilities, no matter how great it
may be [22]. Therefore, more and more experts are
discussing methodological problems for assessing
internal threats and their consequences, as well as their
integration into the structure of security threats, which
was defined in accordance with the security standards
of the ISO/IEC 27000 series for information-security
management [5].

The ability to script internal threats can be a useful
mitigation tool. The authors of [23] have developed
models of insider threats that help to quantify threats
and determine the likelihood of specific scenarios.

Thus, it becomes clear that in order to assess inter-
nal IS threats, the primary tasks of the employer are
assessment of the user’s predisposition to malicious
behavior and his IT skills; developing procedures for
collecting information on user perceptions, attitudes
and feelings, safety behavior and associated risks; and
creation of metrics. At the same time, all the above
actions should be documented in international and
national IS standards used for certification of organi-
zations [5], in the documents of state regulators that
are binding. Suffice it to say that such standards exist
in other areas [24, 25].
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COGNITIVE DISTORTION
OF THE ESTIMATION OF IS THREATS DUE 

TO EMPLOYEES WHO ARE DISABLED
IN THE MANAGEMENT PROCESS

In recent years, in management theory, special
attention has been paid to the involvement of employ-
ees of the organization, that is, their willingness to
fully invest cognitive, emotional and physical energy
into their work [26–28]. In all spheres of cognitive
society, a person has become a full-f ledged subject of
information activity. However, in the field of informa-
tion protection, a stable practice of distancing the
employer from employees has developed, who, in all
existing methods of assessing threats, remain passive
objects of managerial influences. Hypertrophied con-
trol over the organization’s employees by the manage-
ment inevitably leads to negative psychological conse-
quences: stress, anger, loss of confidence in manage-
ment and other issues, which, as a rule, lead not to the
expected decrease, but, on the contrary, to an increase
in their vulnerability in the information-security sys-
tem. In conditions of mutual mistrust, the employer
sooner or later loses his even very loyal employees. In
other industries, the critical importance of the trust
factor has long been recognized. Thus, in the nuclear
power industry there is a principle of “organization
imbued with trust” to achieve a culture of nuclear
safety. The atmosphere of trust in the organization is
formed from a conscious attitude of the work environ-
ment to safety issues (SCWE: safety-conscious work
environment) and respect between managers and staff,
when there are no signs of a “chilling effect” in the
actions and decisions of management, harassment,
intimidation, retaliation, or discrimination against
employees [29].

The field of information security is in dire need of
increasing trust between the employer and employees
of the organization. In one of our studies, we defined
the ontological status of trust in information security
as follows: “Trust in information security is an infor-
mation-measuring control mechanism (planning,
implementation, control, and motivation) by the safe
interaction of subjects of information relations, aimed
at their sustainable functioning and development”
[30]. The emphasis on employees of the organization
as subjects of information relations, their needs for
security and development, the degree of harmoniza-
tion of their information interaction with employers,
and their information and psychological security, of
course, allows us to measure the degree of their loyalty
to the organization. A positive, mutually trusting rela-
tionship between the manager and employees is more
effective for ensuring information security.

A striking example of our conceptual approach to
the status of trust in information security is the con-
cept of a person as a security sensor (sensor) (The
Human-as-a-Security-Sensor paradigm), which is
actively developing today in foreign science and prac-
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tice. Foreign experts are confident that employees can
be empowered to take responsibility for the organiza-
tion’s information security [31], they can be the “last
line of defense” [32], they develop special products so
that users can independently detect social engineering
attacks and report them to the appropriate depart-
ments of the organization [33]. This means that trust
delegation and empowerment of employees in the
field of information-security management can and
should be included both in the standards for managing
information-security threats, and in the structure of
indicators in the methods for assessing these threats.

COGNITIVE DISTORTION
OF THE ESTIMATION OF IS THREATS DUE 

TO THE IMPLEMENTATION
OF DYNAMIC SITUATIONAL ASSESSMENT

National Institute of Standards and Technology
NIST SP 800-53 rev. 5 Security and Privacy Controls
for Information Systems and Organizations (Security
and Privacy Controls for Information Systems and
Organizations, revision 5, March 2020) [19] provides
an update of the assessment threats using the results of
their continuous monitoring (Section 3.16 RISK
ASSESSMENT). The annexes to this standard con-
tain examples of calculations for each of the subtasks,
as well as lists of possible threat sources, threat events,
vulnerabilities, and preconditions. NIST SP 800-137
rev. 2 Information Security Continuous Monitoring
for Federal information Systems and Organizations
[20] describes a strategy for continuous monitoring of
information security (Continuous monitoring of
information security for federal information systems
and organizations edition 2, December 2018). The
purpose of its construction is to assess the effectiveness
of protection measures and the security status of sys-
tems to respond to constantly changing challenges and
tasks in the field of information security. Continuous
information-security monitoring helps to provide sit-
uational awareness of the state of security of the com-
pany’s information systems based on data collected
from various resources (such as assets, processes,
technologies, and employees), as well as information
about the available capabilities to respond to changes
in the situation [34].

However, experts point out that the identified
methods of comprehensive threat assessment for pro-
tection and security still do not take the system infor-
mation for dynamic risk assessment into account,
which is necessary to make this assessment more
effective [35].

Reasonable cognitive distortions in the assessment
of information-security threats are caused by objec-
tively established stereotypes. The rapid growth of
technological progress and the development of infor-
matization and communication facilities in the 20th
century were focused on the technical protection of
information. The conditions of the Cold War fully
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explain the priorities of external IS threats. The lack of
attention to the internal threats of information security
is largely due to the experience of regime protection of
state secrets and the effective Soviet system of educa-
tion, highly developed patriotic and moral values of
citizens. Difficulties in formalizing the processes of
assessing the psychological aspects of human activity
did not allow the inclusion of human criteria in the
standards and methods for assessing IS threats.
Finally, the lack of technological foundations for
monitoring the level of information security of an
organization explains the lack of attention to situa-
tional management of human threats to its security.

As can be seen, the named cognitive biases in
assessing IS threats are of a completely objectively
deterministic nature. Theoretical studies also show
that “distortion is an integral part of the process of
cognition of the surrounding, f luid and f lickering real-
ity, reflecting the peculiarities of the subject’s adapta-
tion to these processes” [36, p. 68], this is “a part of
the nature of cognitive mechanisms, all subjects are
a priori subject to them” [36, p. 67]. However, “distor-
tion can be subjective, reflect the uniqueness of the
individual’s intrapsychic processes, caused by situa-
tional factors” [36, p. 67]. According to experts in the
field of cognitive biases, we cannot “rationalize” what
is irrational from the beginning - as if a lie were called
the truth. One can get more people to believe a partic-
ular judgment, but one cannot make it more true. To
strengthen the truth of a belief, we must change those
beliefs [37] by testing them in practice.

Therefore, we believe that the concept of cognitive
error is much more heuristic for the practice of infor-
mation-security threat management. Unlike cognitive
biases, cognitive errors have an important characteris-
tic of verifiability and provide the quality of forecast-
ing the development of the situation and the effective-
ness of activities: they assume the presence of accurate
data on what decision should have been made and what
are the consequences of using a particular cognitive
scheme. For example, a doctor who misdiagnoses
a patient, i.e., who has committed a medical error, can
admit this fact when the patient’s condition worsens.
In other words, “an error places a person in a verifiable
condition, subject to verification and finding the right
answers to the challenges of reality” [36]. Finding the
right answers to the growth of internal threats and vul-
nerabilities is exactly what the information-security
threat management area needs today.

This statement allows us to conclude that a new
threat of information security consists of cognitive
errors in the results of assessing the risks of informa-
tion security of organizations based on modern meth-
ods that are developed on the basis of the stereotypes
described in this article. These errors are evidenced by
the steady increase in the number of information-
security threat incidents associated with internal viola-
tors of organizations, even if they practice the assess-
FORMATION PROCESSING  Vol. 47  No. 4  2020
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ment of these threats. The implementation of the pre-
sented methods does not allow avoiding damage from
the growing number of incidents of the IS threat.
Acknowledging the fact of errors requires finding
more correct answers to the question of how to assess
these threats. One obvious conclusion is that it is nec-
essary to include formalized and nonformalized meth-
ods for monitoring and processing human threats and
taking the degree of involvement of internal clients in
information-security management processes into
account and trust in them in the threat assessment
methods.

A positive fact of recognizing cognitive distortions
and errors in assessing information-security threats is
the emergence of tools on the modern information-
security market that are capable of monitoring data on
employee actions in the workplace. Thus, the
InfoWatch Person Monitor is a simple and fast way to
identify disloyal employees and monitor the actions of
privileged users. Collecting complete information
about user actions allows one to record screenshots
and video from a screen, images from a webcam,
sound from a microphone and speakers; incoming and
outgoing e-mails, attachments; monitoring of com-
munications in the messengers Lync, Skype, Teams,
Viber, Telegram, WhatsApp, Bitrix24, etc.; visited
sites and Internet requests, file transfer through file
hosting services, web mail and chats; application
usage statistics and text input monitoring; face recog-
nition from webcams to control the presence and
identification of employees; operations with docu-
ments: deletion, printing, copying to external media
and to the cloud; the fact of being in the workplace and
in the office, time spent at the computer; the geoloca-
tion of mobile devices and laptops on Android, Win-
dows 10 platforms; and expanding monitoring capa-
bilities on PCs running macOS and Astra Linux.
These measures will allow the information-security
service to take control of the management of human
threats to information security [38].

ProfileCenter is another software solution that is
used to detect fraudulent activities and to predict and
detect destructive behavior of employees towards the
organization; it also allows one to calculate personal
threats to others or the company. ProfileCenter is
ready to provide an up-to-date and detailed descrip-
tion of each employee, to identify significant f luctua-
tions in the mood of employees, and also to assess the
psychological atmosphere in the team at any time. The
DLP system collects the employee’s correspondence:
outgoing letters, messages in Skype, Viber, WhatsApp,
Lync, Telegram, other messengers and social net-
works. At any time, using this system, one can see
potential threats associated with a specific employee,
and recommendations for mitigating them: which
employee needs to be monitored from time to time,
constantly or in certain situations; whether the
employee is suitable for a particular position, whether
he has the necessary qualities, etc.; how safe is it to
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give an employee access to confidential information,
financial assets and valuable company resources;
which persons in the team it is possible to maintain
emphatically business and formal relations, and with
which persons, on the contrary, to establish friendly
relations; for which of the employees are “suggestion”
and preventive conversations enough, and which
should be regularly trained on information security;
who should be punished more severely for breaking
the rules, etc. [39]. The development and use of new
similar methods and assessment tools, their integra-
tion into existing methods and tools, as well as updat-
ing the standards for information-security threat man-
agement and the adoption of special standards for
managing human security threats is the reaction that
should follow the recognition of cognitive biases and
errors in assessment information-security threats.

In organizations, it is advisable to develop local
documents on information-security threat manage-
ment, which should provide the requirement to use
threat assessment methodology that is developed on
the basis of a triangulation strategy, that is, a combina-
tion of at least three quantitative and qualitative mea-
surement methods. The study of the validating func-
tion of triangulation in methodology is a significant
trend in modern social sciences and psychology [40].
Based on the totality of different types of triangulation
[41], it is logical to conclude that in order to increase
the reliability of the results of assessing IS threats, one
should consider not only static, but also dynamic indi-
cators of threats, changes in time and space (data tri-
angulation); evaluative opinions of heads of different
structural divisions as different subjects of IS threat
assessment (triangulation of researchers); not only the
theory of engineering and technical protection of
information systems, but also the theory of organiza-
tional and technical support of information security
related to personnel (triangulation of theories); data
obtained using a variety of methods: analysis of statis-
tics on the sources and types of incidents of informa-
tion-security threats in the organization; and data on
the properties of risk sources obtained through obser-
vation, questionnaires, instrumental monitoring,
expert assessments, the degree of personnel involve-
ment in information-security management, etc.
(methodological triangulation). Only the presence of
a stable correlation between the results obtained using
different approaches within the framework of such an
integrative technique can serve as one of the grounds
for recognizing this technique as valid. In the context
of the development of machine-learning technologies,
it should be assumed that it is necessary and possible
to create tools for assessing information-security
threats based on the integrative techniques that were
presented in this article.
SSING  Vol. 47  No. 4  2020
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CONCLUSIONS

Information-security-threat management is prac-
ticed in most organizations today, but the number of
threats caused by internal users is growing steadily.
This indicates that the existing methods for assessing
IS threats and the tools created on their basis are
imperfect, i.e., possess cognitive vulnerability. Risk
assessment according to these methods is based on
deviations in perception, behavior and thinking, and
on erroneous stereotypes: (1) on the priority of techni-
cal protection of information from external IS threats;
(2) about the internal client solely as an object of tough
management influence, denying their subjective role
in information-security management; and (3) on the
adequacy of working with personnel within the IS
management system and the impossibility of taking
situational assessment criteria into account. These ste-
reotypes not only lead to erroneous results in assessing
information-security threats, but also impede the har-
monization of relations between the employer and
employees or lead to the destruction of their mutual
trust, increasing the vulnerability of the organization.
Therefore, the processes of assessing information-
security threats based on existing methods represent a
cognitive distortion, and the results of these processes
are cognitive errors, which are new threats to informa-
tion security in the era of transformation of culture
and social roles in the knowledge society. To correct
these errors, it is necessary to abandon the stereotypes
shown in this article and develop fundamentally new
practices for working with internal clients, as well as
methods and tools for assessing human threats to
information security. The most important task is to
update the standards for managing information-secu-
rity threats, adopt special standards for managing
human threats, develop integrative methods for
assessing information-security threats, and create new
tools on their basis.
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